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Documents, Leaks, and the
Boundaries of Expression
Government Whistleblowing in an Over Classified Age
Susan Nevelow Mart

or
agency library
government
archive. An agency
employee asks you to locate
a
in
ou are working

and deliver some reports that were prepared ten
years ago on a highly sensitive environmental matter. The
reports are marked 'sensitive security information." The
reports happen to be on a matter that interests you, and you
read them. Several reports discuss the actual location of an
endangered species habitat. You read that, in addition to the
tiny endangered animal, there is nuclear waste on the site.
The reports are returned, and you decide to take another
look at an especially interesting one. You discover that the
location of the habitat has been altered and the references to
the existence of nuclear waste have been changed.
Although this scenario is imaginary, it does not stray
that far from the realm of the possible. The Bush administration did in fact replace explicit language on the dangers of
global warming in a 2003 Environmental Protection Agency
(EPA) report with language that was 'vague and disingenuous about the scientific causes of global warming."I That fact
was made public by EPA employees. 2 A whistleblower at the
Federal Bureau of Investigation (FBI) has accused employees
of falsifying documents relating to his claims of officially
sanctioned violations of citizens' constitutional rights. 3 And
no one would know the story of the clandestine reclassification of more than twenty-five thousand documents at
the National Archives and Records Administration (NARA)
pursuant to secret memoranda of understanding if dedicated
4
researchers had not made a public outcry.
What to do when you discover wrongdoing while
working for the government is partly, of course, a matter of
conscience and proof. But what protections you have from
retaliation if you blow the whistle on fraud, waste, deception, or other violations of the law will vary. It makes a difference who your employer is, what has been uncovered, and
what kind of documents are involved. It's never easy to make
the decision to be a whistleblower, but only insiders are in
a position to expose wrongdoing, fraud, failure, or mismanagement.5 Daniel Ellsberg, famous for releasing the Pentagon
Papers in 1971, recently wrote in the Federal Times:
It is a time for unauthorized truth-telling . . . We cannot
rely on the media to tell the truth without your help.
Some of you have documentation of wrongly concealed
facts and analyses that are vital to a genuine public debate
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regarding crucial matters of national security, whether
foreign or domestic. 6
Some members of Congress agree. Representative
Christopher Shays, at a Committee on Government Reform
hearing titled 'National Security Whistleblowers in the PostSeptember 11th Era: Lost in a Labyrinth and Facing Subtle
Retaliation" reminded federal employees that they are 'ethically bound to expose violations of law, corruption, waste,
and substantial danger to public health or safety. . . . The use
of expansive executive authorities demands equally expansive scrutiny by Congress and the public. One absolutely
essential source of information to sustain that oversight:
whistleblowers."'
There is a fair amount of agreement among experts
with disparate political backgrounds that excessive secrecy
is actually a danger to national security. At the most basic
level, law enforcement agencies need access to information
to solve the crimes of terrorism. Retired FBI agent Richard
Marquise, speaking to law enforcement officials about
solving the bombing of Pan Am Flight 103 over Lockerbie,
Scotland, said that 'Pan Am 103 didn't get solved because
we were really good. It got solved because people finally
sat down and said let's share information. 8 The 9/11 Commission wrote that 'only publicity" could have 'derailed the
attacks," citing a statement by the terrorists' paymaster that
had the terrorists known that Zacarias Moussaoui had been
arrested at a flight school in Minnesota, bin Laden would
have called off the attacks. 9
Another reason information needs to be freely accessible
is that access to all of the relevant information means both a
better pool of information for decision-making and less ability to ignore the full weight of unpleasant or contrary information, which can have a disastrous effect on decision-making. One of the most famous examples of this also involves a
whistle-blower: the Morton Thiokoll engineer who warned
his bosses that the space shuttle Challenger was not ready
for launching. The management ignored his warnings, and
NASA officials, with serious financial and political reasons
10
to proceed, accepted management's decision.
The Challenger was launched and the engineer's predictions came trued: seven people, including school teacher
Christa McAuliffe, died." The public, and Congress, were
unaware that there had been scientific dissent until the post-
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crash investigation.1 2 This type of decision-making, where
the decision makers are insulated "from external forces that
would challenge the prevailing view" and where the "collective predisposition" is corrosive to critical analysis is called
groupthink. 13 The Senate Intelligence Committee has suggested that groupthink contributed to the flawed decision
making that led to the recent invasion of Iraq. 14
Part of the problem with access to government information, both to the public and to governmental decision-makers, is that too many documents are classified and therefore
unavailable for public airing. We live in an era of rampant
classification. In 2005 hearings before the House Committee on Government Reform, the estimates for the amount
of over classification ranged from the Pentagon's estimate
of 50 percent, the Information Security Oversight Office's
estimate of 60 percent, the 75 percent estimate of the chair
of the 9/11 Commission, to the 90 percent estimate made
by the National Security Council executive secretary under
President Reagan. 15 Erwin Griswold, who was the solicitor
general of the United States in the 1970s and the counsel
for the United States in its efforts to suppress the Pentagon
Papers, had this to say about excessive secrecy:
It quickly becomes apparent to any person who has considerable experience with classified material that there is
massive overclassification and that the principal concern
of the classifiers is not with national security, but with
governmental embarrassment of one sort or another.
There may be some basis for short-term classification
while plans are being made, or negotiations are going on,
but apart from details of weapons systems, there is very
rarely any real risk to current national security from the
publication of facts relating to transactions in the past,
even the fairly recent past. 16

Over classification is just one part of the problem. Fewer
documents are being declassified. 17 And the increasing use
of pseudo-classification has put untold numbers of government documents out of easy reach of the public or other
government personnel who might need the information
for decision-making. Pseudo-classification is the practice of
labeling documents with such terms as "sensitive but unclassified (SBU)." 18 This type of classification is a flag to agency
employees responding to Freedom of Information Act
(FOIA) requests or to interagency requests for information
to deny access, as the Department of Justice has made clear
in directives to agencies to protect SBU from FOIA requests
even if it is not classified "by giving full and careful consideration to all applicable FOIA exemptions." 19
The number of types of SBU has increased exponentially. One agency alone-the Centers for Disease Control-has twenty-seven categories of SBU. 20 And there are
more than fifty SBU classifications in use by a wide range
of agency officials.2 1 The problem is enormous. A recent
report, Pseudo-Secrets:A Freedom of Information Audit of the U.S.
Government's Policies on Sensitive Unclassified Information, found
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that not one federal agency reports on the use or impact of
sensitive unclassified information policies, that 29 percent
of the agencies reviewed, including the Department of
Homeland Security's (DHS) 180,000 employees, allows any
employee to mark a record as SBU, and that all but eight
agencies implement their policies without either statutory
authorization or administrative rulemaking. 22
When National Security Archive director Thomas Blanton released the report to the House Subcommittee on
National Security, Emerging Threats, and International Relations, he testified that "neither Congress nor the public can
tell for sure whether these kind of markings and safeguards
are actually protecting our security or being abused for
administrative convenience or cover-up. That is the bottom
line." 23
Nonpartisan research supports the conclusions reached
by the National Security Archive's audit. The Government
Accountability Office (GAO) looked at how twenty-six federal agencies handled SBU information in a 2006 report titled
Information Sharing: The Federal Government Needs to Establish
Policies and Processes for Sharing Terrorism-Related and Sensitive
but Unclassified Information, and concluded that the agencies
are using different SBU designations "to protect information
that they deem critical to their mission .

.

. For most desig-

nations there are no government wide policies or procedures
"24

The Congressional Research Service, the public policy
research arm of the Congress, released a report titled "Sensitive But Unclassified" Information and Other Controls: Policy and
Options for Scientific and Technical Information, noted that federal
agencies don't have: 'uniform definitions of SBU or consistent policies to safeguard or release it, raising questions about
how to identify SBU information, especially S[cientific] and
T[echnical] information; how to keep it from terrorists, while
allowing access for those who need to use it; and how to
develop uniform nondisclosure policies and penalties."25 If
you are a potential government whistleblower, it may make
a difference whether or not the documents that support your
need to blow the whistle-the violations of law, corruption,
waste, or other matters posing a substantial danger to public
health or safety-are classified or are SBU.

Classified Documents
For a government employee, releasing classified national
defense or atomic information to a foreign government or
agent of a foreign government isn't whistleblowing, it's a
crime.2 6 The Defense Department employee who leaked the
classified information to two lobbyists with the American
Israel Public Affairs Committee (AIPAC) pleaded guilty to
"passing classified information."27 Much more controversial
is the federal government's attempted prosecution of the two
AIPAC lobbyists for violating the provisions of the Espionage Act, for receiving the information and passing it on to
the press, "in violation of 18 U.S.C. § 793 (d) (e) and (g)."28
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Because the case involves conversations more than documents, the prosecution has raised alarm among journalists,
who say the law's 'broadness collides with First Amendment
protections because it could criminalize even casual conversations about anything that might harm the armed forces." 29
The district court will allow the case to proceed against the
two former lobbyists, although the court will require the
government to prove that the defendants willfully committed the prohibited conduct.3 0 When the information
exchanged involves intangible information, the government
must prove that the defendants had reason to believe the
information 'could be used to the injury of the United States
or to the advantage of any foreign nation."3 1 While this is a
fairly high standard, some commentators believe the District
Court failed to give the First Amendment implications of the
case sufficient weight.3 2 The case has not yet gone to trial,
so the story is far from over.
Government lawyers haven't ruled out using the law
to prosecute members of the press for publishing classified
leaked information, but admit that there has there has never
been such a prosecution.33 But threatening reporters with
prosecution under espionage laws if a story with classified
information is printed has certainly happened before. In one
instance, James Risen and Eric Lichtblau of the New York
Times were threatened with prosecution when they broke
the National Security Agency (NSA) wiretapping story. Risen
doesn't think his stories 'have harmed national security
nor, he said, has anyone made a serious case that any story
written or broadcast in the past 25 years has done so."S4
There was, of course, a whistleblower involved in the NSA
wiretapping story.35 No one would know that the NSA was
listening to the conversations of American citizens without a
warrant without a whistleblower, and it is information that
all Americans need to know.
For the government employee, leaking classified documents to the press is a more complex matter. It can result in
prosecution. Daniel Ellsberg was prosecuted for leaking the
Pentagon Papers case and was prepared to go to jail.3 6 The

case against him was dismissed because of the government's
misconduct.3 7 According to former Attorney General John
Ashcroft, 'Although there is no single statute that provides
criminal penalties for all types of unauthorized disclosures
of classified information, unauthorized disclosures of classified information fall within the scope of various current
statutory criminal prohibitions."3 8 As Steven Aftergood has
commented, 'if you leak information to the press, the person who leaks the information is subject to penalties while
the person who receives it is not."3 9 The Espionage Act or a
claim of executive authority does not prevent the publication
of the classified information, as the Supreme Court held in
the Pentagon Papers case:

'.

. . The guarding of military and

diplomatic secrets at the expense of informed representative
government provides no real security for our Republic." 40
So the burden of potential prosecution is on the whistleblower. The fact that a document is marked 'classified" has
so far been sufficient to satisfy the prosecution's burden of
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proof that a defendant 'communicated" information, so it is
not up to the whistleblower to determine whether or not the
classification determination is correct. 4 1 Whistleblowers who
release classified information to the public do so at great risk,
but that has not prevented a steady stream of mostly anonymous whistleblowers from leaking information that they
consider to be of major importance for the public to know.
Why do they do it? The words of one whistleblower may
explain it:
My boss, the one who told me to lie to the FBI. He got a
promotion. You know what I do now? I deliver pizza ...
So, I think I was crazy to blow the whistle. Only I don't
think I ever had a choice. It was speak up or stroke out. So
all I can say is that I wouldn't do it again if I didn't have
to. But maybe I'd have to. I don't know. 42

Reclassified Documents
Even though a whistleblower may not be a person who can

determine whether or not a document is properly classified,
the glare of publicity on leaked but improperly classified
documents may lead to declassification. That's what happened when General Taguba's scathing report on interrogation procedures at Abu Ghraib and the now-infamous photographs of prisoner abuse by American military personnel
were made public. When the Taguba Report was leaked by
an anonymous whistleblower, it was classified 'secret."4S

According to the American Federation of Scientists 'By classifying an explosive report on the torture of Iraqi prisoners
as 'Secret,' the Pentagon may have violated official secrecy
policies, which prohibit the use of classification to conceal
illegal activities." 44 The majority of the Taguba Report has
now been declassified, and the Department of Defense has
revised its classification standards. 45 But at the time of the
original leak, the government was calling for the prosecution
of the whistleblower. 46

Internal Complaints
What about those whistleblowers who complain of wrongdoing within their government organizations? Although
there are bureaucratic channels for reporting misconduct
within federal agencies, the fate of whistleblowers who
make internal complaints has never been a happy one. 47
Sibel Edmonds, a contract translator for the FBI who
complained about possible spying in her unit, is living
refutation of that old maxim of jurisprudence: there is no
wrong without a remedy. 48 Edmonds had evidence of some
strange goings-on in the translation department and was
worried that one of the translators was a spy; she passed
her suspicions along to her supervisors, and eventually to
the Office of Professional Responsibility and the Office of
the Inspector General, both set up to investigate claims of
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internal wrongdoing.49 She passed a polygraph test, but so
did the target of her complaints. Edmonds was fired.50 Every
attempt Edmonds has made to seek redress for her treatment by the FBI has been blocked by a very broad use of the
"states secret" privilege-the government has successfully
claimed that the entire subject matter of Edmonds' lawsuits
are state secrets.5 1 According to Anne Beeson of the ACLU,
who was representing Edmonds, the states secret privilege is
normally used to block the production in open court of specific evidence the government believes would harm national
security, but the lawsuit can usually go forward even if every
piece of evidence can't be used.52 Not in the Edmonds case.
The state secrets privilege has been successful despite
the fact that Edmonds had testified before Congress in
unclassified briefings, so that the basic subject matter of her
allegations is actually known to all.53 The FBI attempted to
retroactively classify letters posted on the Internet by members of Congress regarding the briefings; the letters were
removed from congressional web sites, but in the settlement
of the FOIA lawsuit that followed, the government agreed
that the retroactive classification was ineffective. 5 4 But
Edmonds has still not had her day in court.
Other whistleblowers have testified about the retaliation they have faced. Army officer Anthony Shaffer, who
blew the whistle on some unutilized pre-September 11
intelligence information, told a House Government Reform
subcommittee about the retaliation he faced, adding:
I became a whistle-blower not out of choice, but out of
necessity, Shaffer said. Many of us have a personal commitment to .

.

. going forward to expose the truth and

wrongdoing of government officials who-before and
after the 9/11 attacks-failed to do their job.55
Federal intelligence whistleblowers have been called the
"undead," stripped of their security clearances and unable to
work.56 Haig Melkessetian is one of the undead, relegated to
a lesser job, for testimony about MZM (a government contractor in Iraq) that led to the downfall of the Representative
Randall Cunningham.5 7 There are so many "undead" that in
2004 Sibel Edmonds founded the National Security Whistleblowers Coalition.5

Limitations on
Workplace Speech
When employees complain to their superiors about illegal
or improper activities, and are retaliated against, some of
them file lawsuits. Whistleblower suits usually include civil
rights claims that First Amendment free speech rights have
been violated. The Supreme Court recently decided a case
that limited employees' First Amendment protections when
the government is the employer. In Garcetti v. Ceballos, a
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deputy district attorney filed a civil rights complaint alleging
he had been retaliated against at work for writing a disposition memorandum in which he recommended dismissal of
a case for what he felt was governmental misconduct. 59 In
dismissing the attorney's First Amendment claims, the Court
rejected "the notion that the First Amendment shields from
discipline the expressions employees make pursuant to their
professional duties."60
The plurality (four of the nine justices) in Garcetti felt that
existing whistleblower protection laws and labor laws would
"protect those who seek to expose wrongdoing." 61 In one of
the dissents, the Court noted that there is no comprehensive
state or federal scheme that protects whistleblowers, so that
some First Amendment protection is needed.6 2 Protected
whistle-blowing is "defined in the classic sense of exposing
an official's fault to a third party or to the public."6 3 Garcetti
leaves a government employee with more comprehensive
legal protection by speaking in a public forum or going to
the press with allegations than if the employee complained
to a supervisor.

Whistleblower
Protections
The Garcetti decision led to swift congressional action. The
109th Congress had introduced a number of whistleblower
protections laws, including a stalled Senate Bill, S. 494, the
Federal Employee Protection of Disclosures Act, which had
provisions reversing the effect of Garcetti.64 Following the
Garcetti decision, the Senate voted 96-0 to add the bill as an
amendment to the 2007 National Defense Authorization
Act, to try and push the bill through.65 Although the bill was
not passed, it was just reintroduced in the 110th Congress
as S. 274.66 To keep up on bills protecting whistleblowers,
the Government Accountability web site at www.whistleblower.org is a valuable resource.
The current Whistleblower Protection Act 67 is one of
a patchwork of federal laws protecting government employees from retaliation. There are more than fifty statutes that
may apply in specific employment contexts, and a survey of
these laws is available at WhistleblowerLaws.com. The site
includes useful links for whistleblowers, as well as links to
federal laws. This is also a list of states with laws that protect
whistleblowers, either by a public policy exception to the
"employment at will" doctrine, by specific statutory protection for whistleblowers, or by explicit statutory protection
for government whistleblowers. The National Conference
of State Legislatures has a fifty-state guide with links to
each state's whistleblower laws at www.ncsl.org/programs/
employ/whistleblower.htm. If you are thinking of becoming
a whistleblower, the Government Accountability Project has
a guide titled Blowing the Whistle: Twelve Survival Strategies.68
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Not a Whistleblower
Most of us will never have to make the decision about
whether we should become whistleblowers or remain silent.
Many whistleblowers have a terrible time, and the effects
on work and life are usually disastrous. But getting information out to the people who need it is a pretty normal role
for librarians, and there examples of librarian whistleblowers. A dissident KGB archivist, Vasili Mitrokhin, smuggled
thousands of the former Communist Party's secret files to
the West. 69 There are other avenues beside whistleblowing
to help ensure that access to government information is not
blocked. Getting involved in professional organizations and
public interest groups and working on information policy
are ways to work for continued public access to information.
Librarians have been on the frontlines of that battle for quite
some time. I

6.

Susan Nevelow Mart, Reference LibrarianandAdjunctProfessor
of Law, UC Hastings College of the Law, marts@uchastings.edu
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